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Introduction

With certainty it can be stated that today’s computers are much faster than the 
computers of 70 years ago. The computers of that time were large, heavy, with a 
very limited capacity and processing speed compared to what is the standard now 
a day. We could consider quantum computers to be in this same state, as an 
emerging technology that is still expensive, bulky and with a lot of research 
potential

This paper explores a range of subjects concerning quantum computing, 
including quantum computers and technologies.

Additionally, the paper delves into the future prospects and developments of the 
fields Quantum Machine Learning (QML) and Quantum Cryptography, 
highlighting the immense potential of quantum computing and discussing current 
advancements.
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Quantum Computing

Three main Principles:
• Superposition
• Entanglement
• Decoherence

The Current state of Quantum Computing is referred to as 
the “Noisy Intermediate-Scale Quantum” (NISQ)

Brief overview of Quantum Computing
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QCs and Technologies:
• Gate-Based Ion Trap Processors

• Gate-Based Superconducting Processors

• Photonic Processors

• Neutral Atom Processors

• Rydeberg Atom Processors

• Quantum Annealers

Brief overview of Quantum Computing
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Quantum Data:
Is any data source that occurs in natural or artificial quantum 
systems and exhibits superposition & entanglement, leading to 
joint probability distributions that could requiere an exponential 
amount of classical resources to represent or store.

Some examples can be:
• Chemical Simulations
• Quantum Matter Simulations
• Quantum Control
• Quantum Communication Networks
• Quantum Metrology

Brief overview of Quantum Computing
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Quantum Gates:

Brief overview of Quantum Computing
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• Noise & Quantum Error Correction (QEC):
• Noise is present in modern day QCs, Qubits are suceptible to interference 

from the surrounding enviroment, imperfect fabrication, TLS and 
sometimes even gamma rays.

• QEC is used in QCs to protect quantum information from errors due to 
decoherence and other quantum noise, traditional error correction methods 
employs over repetition.

Brief overview of Quantum Computing
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Quantum Cybersecurity:
• Quantum Cryptography

“nobody knows exactly when quantum computing will become a reality, 
but when and if it does, it will signal the end of traditional 
cryptography". (Boukhonine, 1998).

• Quantum Key Distribution

Brief overview of Quantum Computing
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Quantum Machine Learning (QML):
QML aims to understand the ultimate limits of data analysis allowed by the laws 
of physics. Some algorithms being researched are

• Quantum Neural Networks (QNNs)
• Quantum Kernels (QKs)
• Variational Quantum Algorithms (VQAs)

Brief overview of Quantum Computing
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State of  the Art

State of the Art Timeline:
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State of  the Art

Metodology
To gather new information on Quantum Cybersecurity it was used the classical 
search method with the following set: 
• Relevant Topic: Quantum Cybersecurity. Format: Investigation and State of 

art. Specialized Authors: Abd El-Latif, Ahmed. Time Frame: 2021-2023. 
• Keywords: Quantum, post-quantum, Cybersecurity, encryption, 

Key-Distribution, Authentication, Digital signature, IoT. 
• BDB: Web of Science, Springerlink. 

Meanwhile, to gather more information on Quantum Machine Leanring, it was 
used the Snowball methodology, reading the citations of the most recent papers 
on QML.
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State of  the Art

Quantum Cybersecurity:

• Development of Cybersecurity Technology and Algorithm Based on Quantum 
Computing [Ko, et al. 2021]
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State of  the Art

Quantum Cybersecurity:

• Quantum Cryptography for the future internet and security Analysis [Zhou, et 
al. 2018]
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State of  the Art

Quantum Cybersecurity:

• A comprehensive Tutorial on Cybersecurity in Quantum Computing Paradigm 
[Gosh, et al. 2023]
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State of  the Art

Quantum Cybersecurity:

• Post-Quantum RSA [Bernstein, et al. 2017]
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State of  the Art

Quantum Machine Learning:

• Quantum agents in the Gym: a variational quantum algorithm for deep 
Q-learning [Skolik, et al. 2022]
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State of  the Art

Quantum Machine Learning:

• Out-of-distribution generalization for learning quantum dynamics [Caro et al. 
2022]
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State of  the Art

Quantum Machine Learning:

• Operator Sampling for Shot-frugal Optimization in Variational Algorithms 
[Arrasmith, et al. 2020]
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State of  the Art

Quantum Machine Learning:

• Quantum natural gradient generalised to noisy and non-unitary circuits 
[Kozcor, et al. 2022]
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State of  the Art

Quantum Machine Learning:

• Training Quantum Embedding Kernels on Near-Term Quantum Computers 
[Hubregtsen, et al. 2022]
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State of  the Art



Universidad Técnica Federico Santa María - Departamento de Informática

Conclusions

Quantum Computing is still in its early stages, and building a functional and 
efficient QC with enough qubits will take years.

QCs have the ability to simulate molecular behavior at a fundamental level, 
making them valuable for various industries.

The QML domain should also target designing new quantum learning models that 
will observe patterns under quantum mechanics schemes, not classical statistical 
theory.

The development of post-quantum cryptography is crucial to mitigate the 
cybersecurity risks posed by quantum computing
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Thanks for your attention.


